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Protection of personal data is one of our four fields
of expertise in Data&Protection Information
Society Legal Services. We are also active in cases
of intellectual property, access to documents and
freedom of expression
The Greek Constitution entrusts the protection of
personal data to an independent authority, the Data
Protection Authority. The DPA is functional since
1998 in Greece. In the year 2008 a new president
and several new members of the institution took
office, after the retirements of 2007.
In the framework of the parliamentary control, the
DPA has to submit an Annual Report of activities. It
contains a self-evaluation and it leads to a general
discussion in the competent parliamentary
commission.
With the present paper, we evaluate the
effectiveness of the Authority, during the year 2008.
We used all the officially published material,
namely the 47 decisions published on its website
and all relevant texts available on www.dpa.gr
As “effectiveness” we consider the level of the real
necessity and usefulness to the citizen, under the
criteria of the length of the procedures, the
proportionality of the sanctions imposed, the
provision of an alternative protection of added
value, in comparison with the judicial control. The
own-initiative interventions must be also considered

as an important effectiveness criterion, as well as
the whole communication policy of the Authority,
in the field of raising awareness on data protection
issues.
The present paper consists of six parts, each of
them being echoing the above-mentioned criteria:
(a) respect of the deadlines
(b) consistency of decisions
(c) constitutionality control and direct application
of european/international legislation
(d) own-initiative interventions
(e) proportionality of sanctions
(f) raising awareness policy
The last chapter is a synopsis of the conclusions.
Our intention for the reader is to understand the
reasonable expectations that one citizen may have
from the DPA.
We wish for the Authority, in 2009, to exercise its
duties
more effectively, building a better
relationship with the citizens, providing quality
services

Athens, 19 January 2009
Vassilis Sotiropoulos

a. Respect of the deadlines

As an administrative body, the DPA has to comply with the relevant provisions. According to article 4 of the
Administrative Procedure Code, cases must be handled within 50 days. The very nature of the DPA's
competences imposes as a sine qua non its compliance with this deadline, due to the special circumstances
and time-pressing environment of the information society. Given the enormous length of proceedings before
the judicial bodies, a DPA must respect this short deadline of 50 days, in order to be useful as a real
alternative dispute resolution mechanism, especially for data protection cases.
Only in one from the 47 published decisions the
50-days deadline has been met [decision 54/2008,
permission to a candidate phD student to access a
personal data file for research purposes].
In 11 published cases, the DPA issued decisions on
cases pending since 2008.
The rest decisions of 2008 are on cases pending
before the DPA sine 2007 [16 cases], 2006 [10
cases] and 2005 [5 cases].
One decision was about a case pending since 2004
[decision 10/2008], while another decision was
about a case pending since 2003 [decision 4/2008].
One must bare in mind that the published cases may
not fully depict the accurate situation, because the
DPA publishes normally decisions with a more
general “case-law interest”. In this case, the
Authority may dedicate more than one member's
meeting.
In any case, every citizen has the right to expect his
or hers case to be dealt with in 50 days, as provided
by the law, even if there is a “case-law interest” or
not. The above-mentioned breach cancels any
reasonable time expectations of the natural or legal

persons concerned. Thus, in the light of the
deadline respect criterion, the efficiency of the
DPA's reactions is very poor.
Decision 22/2008 illustrates a total lack of
flexibility and reasonable time case handling. Two
CCTV systems were functioning in a block of flats,
established by the caretaker in charge, collecting
images and sound. The residents lodged a
complaint with the DPA on 22.5.2006. Six months
later (28.11.2006), the DPA send a letter to the
caretaker. Four months later (6.3.2007), the auditors
of the DPA visited the place in order to monitor the
situation. Four months later (24.7.2007) the
members of the DPA had a meeting for the case. It
took nine more months in order to issue the
decision on the case, on 1.4.2008!
It must be noted that it was an extremely obvious
case, not one with a “case-law interest” or with an
“interpretative difficulty”: it was just a caretaker
and his illegal cameras covering the corridors and
apartment doors. It took the DPA two years to issue
a decision. Had the residents sued the caretaker, the
Courts may have issued a first instance decision on
protective measures within 6 months.

A more than six-months delay of the DPA to resolve a data protection issue, makes its intervention
unnecessary, because within those months the persons concerned may have judicial protection by the Courts
of justice. Thus, the DPA due to excessive length of proceedings looses its added value as a real “alternative
dispute resolution mechanism”, since the citizens may have faster the judicial protection of the special
protective measures. However, there is a set of services that the Courts may not substitute the DPA
(permissions, expert opinions etc.). The respect of the deadlines must be a first line issue for the DPA's
agenda, since its members' expertise, as a guarantee of flexibility and immediate intervention possibility,
consists of one of the main justifications for the mere existence of an independent institution, beyond the
judiciary and the classical administrative structures.

b. Consistency of decisions

The principles of equality and foreseeability impose the need for consistency of the DPA's decisions, in
cases of the same subject matter. Legal certainty is an effectiveness criterion of paramount importance, due
to the justified expectations one may have from the DPA. Having a more than 10 years working experience,
the DPA has already published on the official website a set of decisions and its opinions on several issues are
publicly available for many years. Effective protection of the citizens means self-restraint, consistency with
the case law and refrain from unjustified and unexpected “departs” from the line.
In its decision 45/2008 the DPA permitted that a
number of 330 data subjects may be informed with
a press announcement (data collection for
parliamentary control purposes), while, in
accordance with the general decision 408/1998, a
press announcement decision to inform the data
subjects is allowed only when the data subjects are
more than 1,000 persons. The lack of consistency
among these decisions undermines the level of the
data subject's protection.
The DPA imposed a a fine of 5,000 EUR for illegal
use of CCTV in sports facilities [12/2008] while for
the same breaches at a private company [56/2008]
and the Ministry of Environment [45/2008] it
addressed a simple “recommendation” and a “strict
warning”, respectively. For the serious violations
concerning the traffic management cameras, DPA
imposed a fine of 5,000 EUR [7/2008]. We
underline the profound inconsistency at the
sanctions policy, regarding CCTV cases.
In accordance with the (general) decision 26/2004
the collection of personal data from publicly

accessible sources for direct marketing purposes,
without prior consent of the data subject is
considered in conformity with the data protection
law. However, the DPA imposed a fine to the
Athens Bar Association for disclosing (in 1998) its
members contact information for direct marketing
purposes, “without prior consent” of the data
subjects [5/2008]. This inconsistency is against the
whole direct marketing companies, which until
today knew that they had just to delete the
Robinson list persons from their filing systems. The
legal basis of this practice is article 5 para. 2 (e) of
Law N.2472/1997. However, the text of the
Decision 5/2008 does not take into account this
legal provision.
Moreover, this decision 5/2008 issued in 2008 for
some facts that took place back in 1998, as well as,
decision 3/2008 that goes back to 2000 are against
the case-law of decision 57/2003 that rejected as
“abusive” a complaint lodged 3 years after the
relevant facts.

Inconsistencies that withdraw some best practices followed for years by the market players must be
considered as negative element of the DPAs efficiency, in the light of equal treatment and legal certainty.
Uncertainty leads to a lower level of protection, which is a result that must be also condemned. The DPAs
members should take into account the continuity of this administrative body, for the citizen expects an equal
application of the horizontal effect of the officially published decisions.

c. Constitutionality control and direct
application
of
european/international
legislation
As an independent specialized body, the Authority has the power to control the constitutionality of the
common legislation applicable. Due to the relationship of the data protection legislation with the Community
and the European legislation, the DPA must also interpret and apply all domestic law provisions in
accordance with them. An effective remedy before the Authority (art. 13 ECHR) presupposes that the DPA
oughts to underline any inconsistency of the legislation to any human right safeguarded by European law.
In its decision 54/2008, the DPA took into account
protection of research and science (art. 16 of the
Constitution) in order to grant access to a personal
data archive by a candidate PHD student.
The DPA takes into account the decisions of the
Schengen Supervisory Authority of the SIS on the
special reasoning in cases that a record remains
online after a period of three years. [55/2008,
58/2008, 59/2008].
In its decision 48/2008 the parliamentary control
considered as a non amendable element of the
democratic system (art. 110 of the Constitution)
with equal legal power to the constitutional right of
dara protection (art. 9A of the Constitution). This
should be taken into account when in the course of
parliamentary control personal data are requested.
This very approach does not lead to an inconsistent
(non) application of decision 408/1998 which
authorizes a press announcement that substitutes the
person to person information to be given to the data
subjects (See title b on that).
A major constitutional judgment was in decision
45/2008 where the informational self-definition
includes to an expatriate Albanian citizen of Greek
origin to has her name written on official tax
documents in Greek and not in latin, while a
provision of an official guideline of 2005 states the
contrary.

In its decision 24/2008 the DPA considered as a
violation the note “pensioner” on the state identity
cards.
In its decision 17 and 18/2008 the DPA affirmed its
established case-law on the unconstitutionality of
Article 7 para. 2 (f) of Law Nr 2472 on the
requirement of an administrative permission for the
publication of a public figure's personal data in the
Press and media. This has been considered as a
“proactive measure” which is prohibited as
censorship (Article 14 of the Constitution).
In its decision 4/2008, the Authority ruled in favor
of a children's privacy rights, mentioning explicitly
the International Convention on Children's Rights.
However, in its decision 5/2008, the DPA didn't
even mention that the Athens Bar Association, by
the time of the judgment, had the legal obligation
to provide access of its members data, in
accordance with Directive (EC) 2003/98 on the
re-use of public sector information. The DPA
imposed a fine of 5,000 EUR because ABA did not
ask for “prior consent” of its member and failed to
provide them information on the disclosure for
direct marketing purposes. In this case, the DPA
failed to apply the current European community law
and issued a decision contrary to its prior (general)
decision 26/2004 (see title B).

The Authority exercises the appropriate constitutionality control and follows, in general, Community and
European law. However, this happens when handling individual cases. While the DPA has a general mission
to be consulted on every legislative proposal that has an effect to the protection of personal data, such
consultations are not published on its web-site. This publicity would be an important tool for raising
awareness as well as for exercising some “political” pressure in the view of respect of constitutional and
European law. While the DPA exercises effectively its role as a safeguard of constitutional rights, we are not
aware of its contributions in the legislative procedure, at least in 2008.

d. Own-initiative interventions

Proactive activities guarantee the effective protection of personal data by a DPA. The Greek DPA has been
entrusted with own-initiative powers, in order to be more institutionally flexible in relation with the judicial
system. The competence to act on its own initiative relates also to its ex post facto interventions. The number
of the own-initiative interventions is an important criterion in order to evaluate the effectiveness of the
Authority, because it illustrates whether the DPA is present at the recent developments of social life and
protects the citizens – even if he or she is not able to ask for protection- or not.
The own-initiative interventions of the Greek DPA
are on two different categories of cases: CCTV
cases and publication of personal data in the media
cases.
In 2008 the Authority opened a file in two cases on
CCTV. Information were given by the regular
notifications of the controllers [decisions 27/2008,
49/2008].
In a case, the DPA informed the transborder flow of
a company's personnel
data to the mother
company in the UK. The DPA imposed a fine in this
case [decision 14/2008]

An own initiative inquiry on the case of publication
of photos depicting scenes from the sexual life of a
Secretary General lead to a fine on the newspapers
concerned [decisions 17/2008 and 18/2008]
However, in all cases concerning own initiative
inquiries, there is a lack of the proactive approach
element. These five decisions are of an ex post
facto nature. In the year 2008 the DPA did not issue
guidelines on a special data protection subject
matter (e.g. on access to official documents, on
telecommunications sector, on medical files etc.).
The last guidelines published by the DPA in 2005.

The published decisions on own initiative inquiries during 2008 were of less importance. The DPA seems to
expect from the citizens to bring their cases, as if it was a court of justice. However, this is not the role of a
DPA, since many ex post facto cases may be handled with by the judicial system.
The lack of publishing guidelines, policy papers, comments on recent developments lesses the effectiveness
of the Authority. The DPA is an institution established to safeguard data protection, not just to impose fines.

e. Proportionality of sanctions

Citizens that lodge complaints with the Authority seek not just a mediation of an Ombudsman but the
adjudication of the facts and imposition of sanctions for the violations of the data protection legislation.
Proportionality of sanctions and the reasoning of its decisions are criteria to evaluate the effectiveness of the
Authority.
In its decision 47/2008 the DPA imposed a fine of
5,000 EUR to a private company for not granting
access to the data subject's information. The fines
for the same reason are of 70,000 EUR and 30.000
EUR when banks do not grant access (decisions
1/2008, 2/2008) and of 20.000 for an insurance
company (21/2008).
On the contrary, in its decision 34/2008 the DPA
imposed a fine of just 3,000 EUR to a company that
held unlawfully a data bank with information for
more than 100,000 persons. In its decision 10/2008
the DPA imposed a fine of just 5,000 at the Ministry
of Public Order for the traffic control cameras.
In its decision 3/2008 the DPA imposed a fine of

60,000 EUR to an insurance company for having
rejected a request to make a contract for reasons of
sexual orientation of the data subject.
When it comes to the media, the DPA touches its
limit up: 150,000 EUR for the publication of
pictures depicting the Secretary General having sex,
100, 000 EUR for the publication of a child's
sensitive data on a magazine (4/2008).
On the contrary, in cases on CCTV, the DPA choses
the “recommendation” (which is not a sanction) and
“warning” (56/2008, 45/2008, 27/2008), while only
in two cases it imposed a fine of 5,000 EUR
(12/2008)

The sanctions policy problem relates more with the inconsistencies of the decisions (see title A) that lessens
the level of legal certainty. Some fines imposed to the Ministry of Public Order are not effective and
illustrate that the DPA cannot enforce its opinions on the traffic control cameras. The more “political” the
decision, the less effective a fine may be.
Imposition of fines is more meaningful when targets private companies/individuals, when their seriousness
may lead the respected companies/persons to comply with their obligations.
An effective fines policy requires also publication of follow – up.

f. Raising awareness policy

The core mission of a DPA is to contribute to the development of a data protection culture in the society. This
is not a theoretical principle. Beyond the legal framework and the statutory powers, there is also a social role
of this public body. The general policy of an independent authority would be ineffective when having as a
point of reference the sanctions. Raising awareness requires organization of seminars, contacting
representatives of political or social institutions, media-friendly attitude, use of new technology,
communication with the youth, the elderly, the disabled and the aliens.

In 2008 the DPA issued 4 press releases.

on the Annual Report.(19.9.2008 και 22.9.2008).

The first press release was on the opening of the
case against a newspaper that published photos
from the sexual life of a secretary general.
(14.1.2008).

In the previous years, the DPA had organized
seminars open for the public.

The second press release was about a press
conference that the former President would give for
the celebration of the European Data Protection
Day(24.1.2008).

Its website (www.dpa.gr) is not updated and does
not provide for a complete picture of the Authority's
activities. It an archaic website, with restricted
electronic governance services but without
references to the full legal framework (there is no
reference to the European Data Protection
Convention).

The third and fourth press releases were about the
Annual Report of the DPA and the press conference
The DPA must invest more in its communication strategy. Four press releases and two press conferences are
not enough effort to communicate its message to the society and the government.

Conclusions

The very existence of an independent Data Protection Authority is a criterion for the democratic
character of our political system. At the same time, the effective function of the Data Protection
Authority requires strategic planning and active initiatives by its people.
In 2008, the Greek Data Protection Authority did not satisfy the expectations for a new institution
with a 10 years experience, because:
(a) it did not react as rapid as the legislation and the information society demands for an alternative
dispute resolution mechanism,
(b) its decisions were inconsistent and did not meet the legal certainty standard,
(c) its control on constitutionality and conformity with the european law was satisfactory, but
should also extend to opinions and consultations on legislative proposals,
(d) its own-initiative activities were oriented to sanctions and not to a more proactive approach,
(e) there were serious inconsistencies in its sanctions policy,
(f) its communication policy is restricted to the publication of the
President's press conferences.

Annual Report and the

The Data Protection Authority in 2008 was a public body that did not fulfill its constitutional
mission. The reasons of this conclusion do not fall within the scope of this paper. Our purpose is to
present the reasonable expectations one may have from this body, taking into account just the
officially published data.
This does not mean that this public body is not important, since the 10 years experience illustrated
that the DPA gave solutions in difficult issues. For this reason, the institution must find again its
position in our society.
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